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Version 3.0 WebOPSS

eForm 337 Digital Certificate Installation

The eForm 337 Digital Certificate installation consists of three processes to include:
e Prepare Adobe Reader
e Import Digital Signature
o Set the Default Signature

Li\' After receiving the .p12 or .pfx file, save a copy of the file to a safe and secure location as a
backup file for future needs. Never import the signature from this file/location. In case the
password is forgotten or a problem occurred with the file, copy the backup .p12 or .pfx to another
location and import it again.

PREPARE THE ADOBE READER DC
1. Open Adobe Reader and/or Adobe Acrobat Professional.

NOTE: For optimal use, it is highly recommended that both Adobe Reader and Adobe
Acrobat Professional are the same version.

2. From the main menu bar, click Edit> Preferences.

The Preferences pop-up window appears.

Preferences

Categories:
Digital Signatures

Commenting

Documents Creation & Appearance

Full Screen . . -
= Control options for signature creation

- - More...
= Set the appearance of signatures within a document

General
Page Display

3D & Multimedia Verification
Accessibility X
Adobe Online Services = Control how and when signatures are verified E
Email Accounts
Forms

Identity Identities & Trusted Certificates
Internet
= Create and manage identities for signing

JavaScript X
» Manage credentials used to trust documents

Meore...
Language
Measuring (20}
Measuring (30) Document Timestamping
Measuring (Geo)
Multimedia (legacy) = Configure timestamp server settings More...
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)

Signatures I

Spelling
Tracker

Trust Manager
Units

oK Cancel

Figure 1. Preferences
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3. If not already selected, select Signatures from the Categories listing (as shown in the
previous figure).

4. Click the More button located next to the Verification header (as shown in the previous figure).

The Signature Verification Preferences pop-up window appears.

Signature Verification Preferences

[-"|Verify signatures when the document is opened:

[ ] When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:

(") Use the document-specified method; prompt if unavailable

| (@) Use the document-specified method; if unavailable, use default method

() Always use the default method: Adobe Default Security ~

Bequire certificate revecation checking to succeed whenever possible during signature verification

Use expired timestamps
| lgnere decument validation information
Verification Information

Automatically add verification information when
saving signed PDF:

Verification Time
Verify Signatures Using:

(® Time at which the signature was created
(@) Ask when verification information is too big

Secure time (timestamp) embedded
in the signature () Always

() Current time () Never

Windows Integration
Trust ALL root certificates in the Windows Certificate Store fon

Validating Signatures
Validating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features.

Help

Figure 2. Digital Signatures Advanced Preferences

5. Place a check mark next to Verify signature when the document is opened.

0K Cancel

6. Select the Use the document-specified method. Prompt if it is not available radio button.

7. Select the Require certificate revocation checking to succeed whenever possible during
signature verification check box.
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8. Under Windows Integration, place a check mark next to Validating Signatures and Validating

Certified Documents.

9. Click the OK button. The Preferences pop-up window re-appears.
10. Click the OK button and close the Adobe application.

IMPORT DIGITAL SIGNATURE
1. Double-click your .p12 or .pfx digital certificate file.

The Certificate Import Wizard pop-up window appears.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back Next > Cancel

Figure 3. Welcome Certificate Import Wizard

2. Click the Next button.
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The File to Import pop-up window appears.

d

Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:
C:\Users\Desktop\MPS20151106147952.pfx Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78B)
Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

| <Back || nNext> | [ cancel

Figure 4. File to Import

The path to the digital certificate file is already entered in the File Name field.
3. Click the Next button.
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The Password pop-up window appears.

Certificate Import Wizard =]

Password

To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

able strong private key protection. You will be prompted every time the
ivate key is used by an application if you enable this option.

ark this key as exportable. This will allow you to back up or transport your
ys at a later time,

[V[Endude all extended properties.

Learn mare about protecting private keys

| < Back I Mext = || | Cancel

Figure 5. Password
4. Enter your password in the Password field.

NOTE: Use the same password you used to download the Digital Certificate

5. Select all check boxes.
6. Click the Next button.
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The Certificate Store pop-up window appears.

o

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

Automaﬁcaly select the certificate store based on the type of certificate
(") Place all certificates in the following store

Learn more about certificate stores

[<Back]|Next>|[Cancd]

Figure 6. Certificate Store

7. Keep default selection
8. Click the Next button.
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The Completing Certificate Import Wizard pop-up window appears.
Certificate Import Wizard =]
Completing the Certificate Import
Wizard
? I The certificate will be imported after you dick Finish.
=g You have specified the following settings:
Certificate Store Selected Automatically determined by t
Content PFX
File Name C:\Users\AQS2505T\Desktop!
4 T 3
| <Back Finish | Cancel |
Figure 7. Completing Certificate Import Wizard
9. Click Finish
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Set Security pop-up window appears.

- _ — o
Impaorting a new private eﬁd!angg@ M

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medium

Set Security Level...

| ok || Cancel || Detais.

Figure 8. Set Security

10. Click the Set Security Level button.
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The Select Security Level pop-up window appears.

- = — By
Choose a Security Lmi ﬁ

Choose a securty level appropriate for this tem.

Reguest my pemission with a password when this
item is to be used.

(71 Medium
Request my pemission when this tem is to be used.

< Back I Mext == I[ Cancel

Figure 9. Select Security Level

11. Select the High radio button.
12. Click the Next button.
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The Create Password pop-up window appears.

Create a Paszword
Create a password to protect this tem.

Create a new password for this item.
Password for: CryptoAFP| Private Key

Password: |

Corfirm:

| <Back | Fnish | | Cancel

—

Figure 10. Create Password

13. Enter your password in the Password field.

NOTE: Use the same password you used to download the Digital Certificate
14. Click the Finish button.

15. Click the OK button.

16. Click the OK button when prompted that the import was successful.
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SET THE DEFAULT SIGNATURE
Open Adobe Reader > Go to Edit (from the menu bar) > Preferences

The Preferences pop-up window appears

Preferences =
Categories:
Digital Signatures
Documents -
Full Screen Creation & Appearance
General ) ) _
Page Display » Control options for signature creation

« Set the appearance of signatures within a decument

3D & Multimedia

Accessibility Verification
Action Wizard
Catalog » Control how and when signatures are verified

Color Management

Content Editing

Convert From PDF Identities & Trusted Certificates
Convert To PDF

Email Accounts - Create and manage identities for signing

» Manage credentials used to trust documents

Forms =

Identity

Internet Document Timestamping

JavaScript

Language « Configure timestamp server settings

Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling -

0

=

} [ Cancel

Figure 11. Preferences

1. If not already selected, select Signatures from the Categories listing (as shown in the
previous figure).

2. Click the More button located next to the Identities & Trusted Certificates header (as
shown in the previous figure).
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The Digital ID and Trusted Certificate Settings window appears.

;ﬂ Digital ID and Trusted Certificate Settings 3|
= IDigital IDs *_._| AddID ¥ Usage Options ~ ﬁ’cmiﬁme Details = Export g% Refresh ) RemovelD

Roaming ID Account ~ Name Expires Issuer

Digital ID Files

| Windows Digital IDs |

A |Test 337 User <amc-avs-eform... 2016.11.07 00:455... GlobalSign PersonalSign 2 CA - G2
PKCS#11 Modules ar

Trusted Certificates

Issued by: GlobalSign PersonalSign 2 CA - G2
GlobalSign nv-sa
Valid from: 2015/11/06 19:45:54 -05'00'
Valid to: 2016/11/06 19:45:54 -05'00'
Intended usage: Digital Signature, Encrypt Keys, Client Authentication, Email Protection

Figure 12. Digital ID’s

3. Expand the Digital ID’s section on the far left hand side of the window and select
Windows Digital ID’s (as shown in the previous figure).

4. In the list of Digital ID’s, locate and highlight the Digital ID file that was just installed.

Scroll to the far right to see the ID’s expiration date. This will ensure you have chosen the
newest ID.
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i Digital ID and Trusted Certificate Settings =]
B Digital IDs E AddID _/ Usage Options ~ S‘Cerﬁficate Details F’? Export e Refresh Remove ID
Roaming ID Account ~ Name Expires Issuer
Digital ID Files

Windows Digital IDs

#|Test 337 User <amc-avs-eform... 2016.11.07 00:45:5... GlobalSign PersonalSign 2 CA - G2
PKCS#11 Modules ar

Trusted Certificates

Issued by: GlobalSign PersonalSign 2 CA - G2
GlobalSign nv-sa
Valid from: 2015/11/06 19:45:54 -05'00'
Valid to: 2016/11/06 19:45:54 -05'00’
Intended usage: Digital Signature, Encrypt Keys, Client Authentication, Email Protection

Figure 13. Digital ID’s

5. Once the correct ID is selected, Click on: Usage Options and choose Use For Signing from
the drop down menu (as shown in the previous figure).

6. The highlighted Digital ID is set as the default signature when the icon of a pen displays
next to it (as shown in the previous figure).

7. Click the X in the top right corner of the window to exit.

8. Click OK at the Preferences window and close out of Adobe Reader.
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